'24-'25 APIP Cyber Member Services/Resources

As APIP Cyber members, insureds have access to numerous cyber risk management services and
resources made available through the program carrier, broker partner, and various vendors. These
services fall into four categories.

Complimentary Resources — All Members

Complimentary Resources - BBR Endorsement Purchasers
Discounted Services - All Members

Beazley Security Services — All Members

Alliant Cyber Resilience Services Bundle - All Members
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We strongly encourage all members to take advantage of these offerings to stren%then their
cybersecurity posture. For more information on the information provided here, please contact your
Alliant representative or a member of the Public Entity Cyber Team.

Michele James-Godfrey David Gutierrez Ana Guerrero

(734) 768-1608 (415) 403-1412 (628) 279-0429

The information in this document is accurate as of its publication. Discounts and rates are subject to change. : "Iliant
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Complimentary Resources - All APIP Cyber Members

Below is a snapshot of the complimentary resources available to all APIP Cyber members. More details can be found through the links provided.
*All members now have access to the Beazley Breach Solutions portal by clicking on the link below, you no longer have to request a code to
access the page. *

e  Cyber Risk Management Tools -
o Trainings, articles, videos, best practices guides that were previously housed in the Beazley Breach Solutions Portal.

e  Access to Beazley Breach Solutions eLearning portal -
o Includes training modules on email, identity theft, malware, mobile device security, passwords, phishing, ransomware, social engineering,
spam, and Wi-Fi practices.

e  Periodic Live and Recorded Webinars -
o  Webinars on cyber topics and prevention. Notification of live webinars sent to those registered for the Beazley Breach Solutions Portal

e CYGNVS Guided Cyber Crisis Platform -
o Beazley provides cyber insureds complimentary access to a CYGNVS incident preparation platform for secure, out-of-band, mobile-
accessible communications during an incident..

*One other item of note is the . These offerings do not apply to APIP Cyber Core program members as shown on this site.* These
offerings only apply to members that purchase BBR and is based on BBR premium. *

The information in this document is accurate as of its publication. Discounts and rates are subject to change.
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https://url.us.m.mimecastprotect.com/s/9ihFCDkWoKTBOD4MJIZs4Hjn-wp?domain=beazley.com/
https://elearning.beazleybreachsolutions.com/
https://www.beazley.com/en-US/cyber-customer-centre/cyber-risk-management-tools/webinars/
https://cygnvs.com/
https://url.us.m.mimecastprotect.com/s/7cQYCQWgGrH6NJ09lCKcEHG0PNQ?domain=urldefense.com

Complimentary Resources for BBR Endorsement Purchasers

(Members who do not purchase a BBR endorsement can access these resources at discounted rates)

Clients whose BBR premium is $30,000 or
more may select one offering from Option 1
per policy year

Microsoft 365 Cybersecurity Assessment — Reduce
business email compromise risk with streamlined
review and actionable changes to M365 configuration

Phishing-resistant MFA Keys — FIDO2-compliant MFA
keys from Yubico for up to 30 users

One Year of Phishing Campaigns — Use Arsen’s
platform to self-manage campaigns for up to 200 users

Ransomware and BEC Best Practices Workshop (no
tabletop) — 2-hr onsite workshop covering the two
cyberattacks that concern clients most

Crisis Communications Workshop — 2-hr virtual or
onsite workshop on how to manage a cyber incident
from a communications standpoint

Crafting an IRP Workshop — 2-hr virtual or onsite
workshop to create an incident response plan to
mitigate issues from an incident

Clients whose BBR premium is $50,000 or
more may select one offering from Option 1
or 2 per policy year

Board of Directors Presentation on Data Security —
Data privacy attorneys present a customized data
security and governance legal obligations to the C-
suite, 30-60 minutes on-site

Phishing-resistant MFA Keys — FIDO2-compliant keys
from Yubico for up to 60 users

One Year of Phishing Campaigns — Self Managed for up
to 1,000 users, or the vendor, Arsen, will manage the
training campaigns for up to 500 users

Incident Response Tabletop — A mock incident will test
the incident response plan involving IT, legal, risk,
communications, HR, finance, and IT. 2-hr virtual
session

Business Continuity Planning Seminar — Ankura’s
advisory practice explain a structured approach to
business continuity planning. Plan templates provided.
2-hr virtual session

Information Security Best Practices Seminar — Experts
from Beazley Security highlight best practices for
securing people, processes, and technology,
customized by industry for C-suite, 2-hr on-site

The information in this document is accurate as of its publication. Discounts and rates are subject to change. 3

Clients whose BBR premium is $100,000 or
more may select one offering from Option 1,
2, or 3 per policy year

Ransomware Hardening Assessment — IT consultation,
scanning, recommendations, and roadmap designed to
improve detection, response, and recovery

Phishing-resistant MFA Keys — FIDO2-compliant keys
from Yubico for up to 100 users

One Year of Phishing Campaigns — Self Managed for up
to 2,000 users, or the vendor, Arsen, will manage the
training campaigns for up to 1,000 users

C-suite/Board Training on Cyber Resiliency — Ankura’s
advisory practice reveal the top focus areas for cyber
resiliency. Customized for the client with actionable
insights on improving ROI and mitigating risk. 60-90
minutes, virtual

Business Continuity Planning Workshop — Ankura’s
advisory practice explain a structured approach to
business continuity planning, with a deeper dive into an
expanded set of templates. 4-hr on-site session

Incident Response Tabletop and Workshop — Expert
legal counsel will guide your incident response
stakeholders through a customized mock data incident
and highlight common pitfalls in incident response. 4-hr
on-site session
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(Members who do not purchase a BBR endorsement can access these resources at discounted rates)

Clients whose BBR premium is $30,000 or
more may select one offering from Option 1
per policy year

Privacy Risk Monitoring — Privaini can help your
organization with an outside-in and automated
approach to enterprise privacy risk. Privacy Dashboard,
Tracking Technologies Report, and Business Ecosystem
Analysis included with service.

Clients whose BBR premium is $50,000 or
more may select one offering from Option 1
or 2 per policy year

Pixel and Ad Tracking Health Check and Workshop —
Expert privacy counsel will perform a high-level check
of your website using publicly available browser
developer tools to help you identify whether your
website deploys pixels and other tracking technologies
and mitigate potential regulatory and litigation risk
relating to the use of such technologies.

Option 3

Privacy Risk Monitoring (with 100K+ premium
offering, you also receive the following) — Regulatory
Review for Three US States Specific Privacy Regulations
and a Review Call with Privacy Experts.

Complimentary Resources for BBR Endorsement Purchasers Continued..

IT Rationalization Assessment — 2-hr structured
interview with gap analysis to help identify duplicative
security controls within your environment.

Consumer and Employee Data Wrongful Collection
Workshop - 2-hr virtual offering designed to help you
understand the privacy laws applying to your
organization and identify compliance gaps.

The information in this document is accurate as of its publication. Discounts and rates are subject to change.
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Discounted Resources - All APIP Cyber Members

Below is a snapshot of the discounted resources available to all APIP Cyber members. More details can be found through the links provided.

KnowBe4 Anti-phishing Training -
o  KnowBe4 is a premier provider of anti-phishing training tools. Beazley policyholders with breach response coverage get 25% off for new business or up to 15% on renewals.

RSA Secure ID MFA -
o  SecurlD Access from RSA provides the most reliable multi-factor authentication (MFA) solution for on-premises applications like virtual private networks (VPNs) and for
cloud and mobile applications, including Office 365, Salesforce and Workday. Beazley policyholders with breach response coverage can now take advantage of
discounted rates on RSA's SecurlD Access solution for identity and access management: 40% for a cloud-based solution and 50% for an on-premise solution.

Trellix Email Protection —
o  Trellix has partnered with Beazley to offer our joint customers a solution to prevent phishing and impersonation attacks, better known as ‘business email compromise”.
Trellix offers a free email threat analysis so companies can see what their current solution might be missing. Beazley cyber policyholders are eligible for up to 60% off
discount on Trellix's Email Threat Prevention..

Beazley Security Pre-breach Services —
o  Beazley Security is a wholly owned subsidiary of Beazley plc that was created to provide cyber security services with a unique perspective on risk management, Beazley
];coolficyholders enjoy negotiated rates for pre-breach services from Beazley Security. More detail on the services provided can be found in the link above and on the
ollowing page.

BullWall Ransomware Containment —
o  BullWwall Ransomware Containment acts as your ‘Last Line of Defense' that detects and stops active ransomware on file shares and servers by isolating any attacking
users and devices. Beazley policyholders receive a 50% discount on services, and up to 25% on licenses.

ApexaiQ Asset Assurance —
o  ApexaiQ's Asset Assurance Platform automates the discovery of all your network’s IT assets and their associated risks. Beazley policyholders receive a 30% discount on
the innovative smart IT asset management platform.

The information in this document is accurate as of its publication. Discounts and rates are subject to change. Alliant


https://www.beazley.com/en-US/cyber-customer-centre/cyber-risk-management-tools/cyber-prevention-services/knowbe4
https://www.beazley.com/en-US/cyber-customer-centre/cyber-risk-management-tools/cyber-prevention-services/knowbe4
https://www.beazley.com/en-US/cyber-customer-centre/cyber-risk-management-tools/cyber-prevention-services/rsa
https://www.beazley.com/en-US/cyber-customer-centre/cyber-risk-management-tools/cyber-prevention-services/fireeye
https://protect-us.mimecast.com/s/9oSbC73V0qiAWOjW4FNdD2Y?domain=beazleybreachsolutions.com
https://beazley.security/solutions
https://lp.bullwall.com/beazley
https://www.apexaiq.com/beazley/

Discounted Resources Continued

Below is a snapshot of the discounted resources available to all APIP Cyber members. More details can be found through the links
provided. *All members now have access to the Beazley Breach Solutions portal, you no longer have to request a code to access the

page.*

CybeReady -

o CybeReady offers the fastest adaptive and automated security awareness training platform that evolves your organization from security awareness to cyber readiness.
Minimum of 25% discount on all offerings. More than 50% off on CybeReady's fully automated, autonomous security awareness training platform.

. Asceris Proactive M365 Email Security Assessment -

o The Microsoft 365 Proactive Risk Assessment offered by Asceris helps you prevent of business email compromise. This assessment is focused on environment level and
user level configuration, as well as suspicious behavior and unexpected user activity in your environment. Beazley Cyber Policyholders can evaluate configuration and
behavior of your Microsoft 365 environments to prevent Business Email Compromise, for a flat fee of $1,400 per tenant, independently of the number of users in the
tenant.

. Charles River associates Security Hygiene Snapshot -

o Beazley Cyber Policyholders only get a comprehensive cyber hygiene review of up to 1,000 endpoints, for a flat fee of $10,000. Find unknown assets and vulnerabilities,
control your access privileges, and align with compliance requirements.

. Security Scorecard -

o Security Scorecard is the global leader in cybersecurity ratings and the only service with millions of organizations continuously rated. Thousands of organizations
leverage Security Scorecard’s patented rating technology for self-monitoring, third-party risk management, board reporting, and cyber insurance underwriting. Beazley
cyber policyholders can expect to automate engagement with your key suppliers and validations of their statements about their cyber security control posture. Obtain
360-degree measurement and management of breach risk via'companies you work with. Beazley price: $1,000 for 10 suppliers (50%) discount

*  Wallix -

o The Wallix suite of products enables secure remote access to services provided by your organization. Through Beazley, receive 25% off if you become a Wallix customer,
or receive 15% on your existing Wallix subscription.

The information in this document is accurate as of its publication. Discounts and rates are subject to change. II, t


https://www.beazley.com/en-US/cyber-customer-centre/cyber-risk-management-tools/cyber-prevention-services/cybeready
https://www.beazley.com/en-US/cyber-customer-centre/cyber-risk-management-tools/cyber-prevention-services/asceris
https://www.beazley.com/en-US/cyber-customer-centre/cyber-risk-management-tools/cyber-prevention-services/charles-river-associates
https://www.beazley.com/en-US/cyber-customer-centre/cyber-risk-management-tools/cyber-prevention-services/scorecard
https://www.beazley.com/en-US/cyber-customer-centre/cyber-risk-management-tools/cyber-prevention-services/wallix

Beazley Security Services

Beazley Security is a global cybersecurity firm
committed to helping clients prevent and investigate
security incidents. It is comprised of top talent from
private industry, government, intelligence, and law
enforcement and specializes in incident response, digital
forensics, offensive security, risk management, and
threat detection.

In addition to its world class Incident Response
capability, Beazley Security provides a range of services
aimed at helping clients prepare for and limit the impact
of security incidents. The following services have been
tailored for APIP Cyber members to enhance their
cybersecurity resiliency efforts, ensure compliance with
regulatory requirements, and strengthen defenses
against malicious actors.

Discounts for the following services are up to 50% for
Beazley insureds. For more information, please reach
out to your Alliant representative or a member of the
Public Entity Cyber Team.

The information in this document is accurate as of its publication. Discounts and rates are subject to change.
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Active Directory Hardening
Assessment
Ransomware Readiness X
Assessment
Defender for Office 365 <

Deployment

Defender for Endpoint
Deployment X
Active Directory/Entra ID
Security Assessment <>
Entra ID Plan 1 Deployment
Services <>
Entra ID Plan 2 Deployment
Services <>
Microsoft Purview
Deployment <>
Microsoft Intune

Deployment <>
M365 or Google

Workspace Email X

Hardening Assessment
Cloud Security Assessment
(Azure, AWS, GCP)
Tabletop Exercises

Web Application
Penetration Testing

Incident Response Plan
Development

Incident Response
Playbook Development
Security Program
Assessment, Preparation,
and Program Development
Security Policy Review and
Development

Security Awareness
Training

Endpoint Compromise
Assessment

Restoration and Recovery
Workshop

Internal & External
Vulnerability Assessments
Internal & External
Penetration Testing
Phishing Campaign
Assessment
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Alliant Cyber Resilience Services Bundle
What It Is

The Alliant Cyber Consulting Practices helps clients identify, evaluate, remediate, transfer and respond to risks that matter most. They offer a cost-effective
bundled suite of services, that help drive better cyber resilience, risk management, and insurability outcomes for clients.

What’s Included?

Each APIP client receives access to the following services on an annual basis:
*  CyberIncident Tabletop Exercise & Incident Response Readiness Assessment
*  Quarterly Cyber Security Awareness Training
*  Quarterly Cyber Vulnerability Threat Reports
*  CISO Advisory Assistance
*  Alliant Cyber Ecosystem Services
*  Annual Cyber Insurability & Controls Assessment

CYBER INCIDENT TABLETOP & SECURITY THREAT & VULNERABILITY VIRTUAL CYBER CYBER CYBER REMEDIATION
READINESS ASSESSMENT AWARENESS MANAGEMENT GUIDANCE ASSESSMENT ASSISTANCE

Cyber Incident Security - . Annual Cyber '
Tabletop Exercise & Awareness Training T:Irea_tt& V ul.r;erabll.ltlsty CEO A :i\nsory Insurability & Controls ALEl |ca éltyggebn‘ir
Readiness Assessment hnlifelrlfe )= ) AR ED Assessment .

The above services are all included for an annual fee of $5,000 per entity engaged.

For more information, contact your Alliant account team.

sAlliant
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